Abstract. This work proposed a novel scheme for robust watermarking in the encrypted medical volume data, which protects the original medical volume data from the third party embedders. The original medical volume data is encrypted using a selective partial encryption method based on 3D DCT and Logistic Map. In the watermark embedding phase, the watermark is associated with the feature vector of the encrypted medical volume data, generating a key which will be used in watermark extraction. The feature vector of the encrypted medical volume data is extracted in a way combining 3D DWT and 3D DCT. The watermark extraction is performed on the encrypted domain. The proposed watermarking algorithm realizes zero-watermarking technology in the encrypted domain, which has no effects on the encrypted medical volume data. The experimental results show that the proposed watermarking scheme has good robustness to some normal and geometric attacks. Therefore, it has a good practical value.
Introduction
In modern medical systems, digital information system plays a more and more significant role. On the one hand, digital medical images are convenient to be stored and transmitted, which makes some applications based on network develop rapidly, like telemedicine, long-distance operation, etc. On the other hand, there is a threaten of leakage of patients' information when transmitting medical images containing lots of privacy information, which creates possibilities that medical images can be easily tempered or forged. Therefore, the authentication of medical images becomes extremely important. [1] utilizes encryption algorithms to encrypt medical images, which protects confidentiality of the content of medical images. [2] uses information hiding technology to embed validation information in medical images, which guarantees the reality of medical images.
Combining encryption and information hiding technologies can realize double protection of confidentiality and reality of digital medical images, thereby increasing security of medical images in network transmission and local storage. Zhang [3] proposed a reversible information hiding algorithm for encrypted images for the first time. He embeds data through flipping LSB of each block of encrypted images. In extraction phase, the cipher-image should be decrypted firstly, data extraction and image recovery are implemented by judging the smoothness of blocks. Only one bit can be embedded in every block of images, which causes small embedding capacity. Without considering correlation of adjacent blocks, texture images can not be well recovered in this method. Aiming at the problem of [3] , Hong [4] promoted Zhang's algorithm, utilizing side-match technology to improve correctness of data extraction and image recovery. Then Zhang [5] proposed a separable reversible data hiding algorithm in encrypted domain. He creates embedding room by compressing partial information of encrypted images. Image decryption and data extraction are separable and execution sequences of the two are irrelevant. Ma [6] firstly proposed a method of reserving embedding room before encryption with a traditional RDH algorithm. All the methods above are reversible data hiding algorithms in the encrypted domain, there are little works about robust watermarking in the encrypted domain. Generally, watermarking schemes in transform domain are more robust than those in the spatial domain. Bianchi [7] proposed the implementation of DFT and FFT in the encrypted domain. Zheng [8] proposed the implementation of DWT in the encrypted domain and the method to reduce the data expansion after encryption. Huang [9] proposed a robust watermarking scheme in the encrypted domain, while the computation cost is expensive and the robustness to geometric attacks should be improved.
There is no research on robust watermarking algorithm for 3D images in the encrypted domain, while 3D images are universal in medical images, such as CT, MRI images. This paper proposes a novel robust watermarking scheme for encrypted medical volume data, which utilizes selective partial encryption in transform domain and zero-watermarking technology. The proposed algorithm is considerably concise and efficient. The experimental results show it is robust against some normal and geometric attacks.
Fundamental Theory

3D Discrete Cosine Transform(3D-DCT)
The formula of 3D(three-dimensional) DCT is as follows:
The formula of 3D IDCT is as follows:
where ( , , ) x y z is the sampling value in the spatial domain and ( , , ) u v w is the sampling value in the frequency domain.
3D Discrete Wavelet Transform
In 1988, S. Mallat proposed the Wavelet Transform algorithm, which was a method of Time-Frequency analysis. Two-dimensional multi-resolution decomposition theory has been widely applied in the image processing field. In order to realize the multi-resolution decomposition of 3D images, the algorithm of 2D DWT has been promoted to 3D DWT.
The one-level decomposition process of 3D DWT is show as Fig.1 , where L and H are low-frequency and high-frequency parts after low-pass and high-pass filters, respectively. Same as the DWT of 2D images, after 3D DWT, medical volume data is decomposed to approximation coefficients and detail coefficients. The subscript "1" represents the first decomposition level of 3D DWT.
Logistic Map
Logistic Map is one of the most widely used Chaotic maps for briefness of expression and good performance. Logistic Map is defined as
Where  is a constant. Consider only a case when has three characteristics as follows, a. initial value sensitivity, b. aperiodicity, c. having strange attractors, the first two are exactly basic properties of and encryption key or a stream cipher.
The Algorithm Process
The algorithm process is divided into three parts: the encryption of medical volume data, watermark extraction, watermark extraction and the decryption of medical volume data, the detailed process is expressed as 
The Encryption of the Medical Volume Data
In this phase, a selective partial encryption method based on 3D DCT is used to encrypted medical volume data. In this way, the real content of the medical volume data is hidden, while the feature of the medical volume data in the transform domain is still retained. The encryption process of the medical volume data is described in detail as follows, a. Apply 3D-DCT on the medical volume data I and obtain a matrix of 3D-DCT coefficients F.
b. Logistic Map is used to generate a sequence of real numbers. A threshold  is used to transform the sequence to a symbol matrix S which contains only ±1.
c. Each coefficient of F is multiplied by the corresponding coefficient of S in the in the same coordinate respectively.
d. Apply 3D-IDCT on the output of the last step and obtain the encrypted medical volume data I'.
Watermark Embedding
This watermark embedding phase utilizes the concept of zero-watermarking, which means the watermark is not actually embedded in the medical volume data, but associated with the feature vector of the encrypted medical volume data. The encrypted medical volume data can remain unchanged in this method. In order to improve the performance of the watermarking scheme, we combine 3D DWT and 3D DCT to extract the feature vector of the encrypted medical volume data. The detailed procedure is as follows. a. Apply 2-level 3D DWT on the encrypted medical volume data I' and then 3D DCT is performed on the LLL2 sub-band, a feature vector v of the encrypted medical volume data is generated by comparing the value of the first L DCT coefficients F' on the upper left corner of the coefficient matrix with 0.
b. In order to improve the watermark security, the original watermark w is scrambled by Arnold transformation and the scrambled watermark is represented as s.
c. The exclusive OR result of each row of the scrambled watermark s and the feature vector v of the encrypted medical volume data is calculated as follows, and the output k is saved as a key which will be used in the watermark extraction phase.
Watermark Extraction & Image Decryption
In this phase, the third party extracts the watermark in the received encrypted medical volume data r I . We consider the third party has the watermark embedding key k and the watermark scrambling key. The detailed procedure is as follows. a. A feature vector v' of the received encrypted medical volume data r I is generated in the same way as mentioned in the watermark embedding phase.
b. The exclusive OR is applied on the feature vector v' and the watermark embedding key k and the output is the extracted scrambled watermark s'.
c. Perform the inverse Arnold transformation on the extracted scrambled watermark s' and obtain the extracted watermark w'.
d. The correlation coefficient value is calculated between the extracted watermark and the original one.
e. The encrypted medical volume data is decrypted in the same way mentioned in the 2.1 section.
The Experimental Results
The test medical volume data sized 128 128 27   shown in Fig.3(a) was used as the original image in the experiment. We let 4   , the initial value of Logistic Map 0 0.135 x  . After image encryption, the 3D DCT coefficients were encrypted to generate an encrypted medical volume data shown in Fig.3(b) . We let the length of the feature vector L= 64, the original watermark is chosen as a binary image sized 64 64  , which is shown in Fig.3(c) , and the scrambled watermark is shown in Fig.3(d) . The watermarked encrypted medical volume data is shown in Fig.3(e) . We could extract the scrambled watermark embedded in the encrypted medical volume data using the watermark embedding key. The extracted scrambled watermark and its decryption are shown in Fig.3(g)-3(h) . With the encryption key, the original medical volume data could recover from the watermarked encrypted medical volume data, shown in Fig.3(f) .
In order to evaluate the relevance, we compute the Normalized Cross Correlation (NC) of the original watermark and the decryption of the extracted watermark, the expression of NC is given as 
Where ( , ) W i j and '( , ) W i j are the gray value of the original watermark and the decryption of the extracted watermark respectively. The NC value is greater, the relevance of the two is higher. In order to prove that the feature vectors of different encrypted medical volume data in the proposed method are different, experiments were performed on six 3D images, i.e. Head, Liver1, Liver2, Engine, Teddy Bear and Tooth, shown in Fig.4 (a)-4(f). They were encrypted using the proposed image encryption scheme. The results are shown in Fig.5(a)-5(f) . We calculated the NC values between different encrypted 3D images. The results displayed in the Table 1 show that the relevance of different 3D images after encryption is close to zero, except that NC between liver1 and liver2 after encryption is relatively higher as the original images of liver1 and liver 2 are similar. Fig.6(b) . From Table 2 , we can conclude that the proposed watermarking scheme has good robustness against salt & pepper noise. b) JPEG compression. JPEG compression is applied on the watermarked encrypted medical volume data. When the compression quality is 15%, the decryption of the extracted watermark is shown in Fig.6(c) . From Table 3 , we can conclude that the proposed watermarking scheme has strong robustness against JPEG compression. c) Rotation When the watermarked encrypted medical volume data is rotated 5°clockwise, the decryption of the extracted watermark is shown in Fig. 6(d) . From Table 4 , we can conclude that the proposed algorithm can resist rotation attacks within a small range. When the resizing factor is 0.5, namely resizing the watermarked encrypted medical volume data from size 128 128 27   to 256 256 27   , the decryption of the extracted watermark is shown in Fig.6(e) . From Table 5 , we can conclude that the proposed algorithm has strong robustness against resizing attacks. e) Cropping When cropping 1/32 of the volume of the watermarked encrypted medical volume data along the YZ plane, the decryption of the extracted watermark is shown in Fig.6 (f) . From Table 6 , we can conclude that the proposed algorithm has good robustness against random cropping attacks. 
Summary
In this paper, we propose a robust watermarking scheme of medical volume data in the encrypted domain, which consists of image encryption, watermark embedding, watermark extraction & image decryption phases. The medical volume data is encrypted using a selective partial encryption method based on 3D DCT and Logistic Map. A feature vector of the encrypted medical volume data is extracted combining 3D DWT and 3D DCT. The watermark is not actually embedded in the encrypted medical volume data, but associated with the feature vector of that. Therefore, there is no restriction on the number of the associated watermarks and the watermark embedding doesn't affect the encrypted medical volume data as well. The experimental results show that the proposed watermarking scheme has good robustness to some normal and geometric attacks.
